ITS670 Special Topics in Network Security
 

1. Obfuscating Data 

a. Method of hiding data 

b. Encryption 

c. Compression 

d. Data is known to be available but requires more information and/or applications to access it 

i. For instance, the appropriate key to decipher ciphertext

e. Steganography 

i. Data hidden within files

f. Invisible Names 

g. No Renames 

h. Misleading Names 

i. Obscurity 

j. Codes 

2. Blinding Investigator 

a. Diversionary tactic 

i. Data is NOT actually hidden, but measures have been taken to prevent discovering it’s existence

b. Changing the behaviors of operating system commands 

c. Modifying the operating system 

d. Make keyword searches of the entire system and prove further 

e. Remove data from perpetrator’s environment and examine it in a safe, reliable environment 
3. Hostile Code

a. Code that is used to gain and/or keep unauthorized power and/or advantage over another person

b. The determination about whether the code is hostile or not depends upon it’s user’s intentions

i. Administrators using authorized code may not be a threatening situation

ii. Users utilizing unauthorized code can be considered hostile

iii. Any unapproved software in the hands of any individual on a system must be deemed potentially hostile by the forensic analyst

c. Origins

i. Internally directed

1. Planted on the target computer

ii. Externally directed

1. attacks from remote locations

iii. Autonomous

1. Operates according to predefined programmed parameters

iv. Manual

1. Directly controlled by an individual

v. Self-replicating or a manual code distribution

d. Knowing the category of hostile code can help predict the location of code and help track down the offender
i. Tracking may involve high-level code analysis and examination with hex editors for clues

e. Implementation

i. Remote access

ii. Data gathering

iii. Sabotage

iv. Denial of Service (DOS) 

v. Eluding detection

vi. Resource theft

vii. Social status

4. Hiding data in streams (Kurse & Heiser-Pg. 120-122)
a. Example

i. C:\> md test

ii. C:\> cd test

iii. C:\test> echo “This file will have hidden data attached” >file.txt

iv. C:\test> dir c:\windows > file.txt:sneak

v. C:\> echo “This is a test” > :test

vi. C:\test> more <file.txt:sneak

vii. C:\test> type c:\windows\notepad.exe > file.txt:np.exe

viii. C:\test> start file.txt :np.exe (The space must be there)
b. Example using Perl script

i. C:\Perl> type mscript.pl > myfile.txt:hidden.pl

ii. C:\Perl> perl myfile.txt:hidden.pl
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